[image: A close-up of a police badge

AI-generated content may be incorrect.]








JOB DESCRIPTION QUESTIONNAIRE (J.D.Q.)

HMI CATEGORY CODE:	 
DIRECTORATE:	Resources
AREA/DEPT:	ICT Department
FAU:
SECTION:	ICT Technical Support 
JOB TITLE:	JUNIOR ICT TECHNICAL ANALYST
REPORTS TO:	ICT Technical Architect
CURRENT RANK/GRADE:   	C-E
DATE:   	April 2026
VETTING LEVEL:	MV & SC

1.  JOB PURPOSE: (Briefly state your job’s overall objectives. 
The Junior ICT Infrastructure Analyst plays a key role in supporting the delivery, stability, and security of the organisation’s ICT environment. 

The post‑holder provides day‑to‑day technical support across systems, networks, end‑user devices, and applications, contributing to reliable infrastructure operations and a positive user experience. 

They assist with installation, configuration, maintenance, and troubleshooting activities while following established technical, security, and change‑control procedures. 

The role also supports core cyber security practices through secure access management, the application of patches and updates, and the identification of basic security risks. 

This JDQ has been written to support individuals in their efforts to achieve professional career development, by aligning the levels of technical expertise, architectural responsibility, and strategic influence expected at each stage of progression with a fair and appropriate level of accountability and reward. 

2.  PRINCIPAL ACCOUNTABILITIES:
     (Describe the important end results you are expected to achieve).

To provide second- and third-line support across servers, networks, end‑user devices, and applications, ensuring incidents and service requests are resolved promptly. 

The role assists with the installation, configuration, and removal of ICT hardware and software, supports routine maintenance, patching, and updates, and helps monitor the performance and stability of infrastructure services. Responsibilities also include basic network troubleshooting, maintaining accurate technical documentation, and escalating complex issues when required. 

Cyber security is a core part of the role, including following security policies, supporting access management, applying security updates, and helping identify and respond to security‑related incidents.

The post‑holder is expected to work collaboratively across the ICT team and demonstrate a commitment to developing technical skills and knowledge.

The following Principal Accountabilities are aligned to the SFIA 9 skillset.

	
	Foundation (Grade C)
	Intermediate (Grade D)
	Advanced (Grade E)

	ITOP Infrastructure Ops
	SFIA Level 1
Supports routine infrastructure tasks and basic troubleshooting under close supervision.
Monitors infrastructure health and reports on component status to support operational continuity.
	SFIA Level 2
Executes operational procedures, runs automation scripts and performs routine maintenance, installation and monitoring of infrastructure components.
Adjusts automation tasks as instructed to meet operational standards.
Reports on infrastructure performance and security events, addressing issues directly when possible or escalating them to others for resolution.
	SFIA Level 3
Provisions, deploys and configures infrastructure services and components.
Monitors infrastructure for load, performance and security events. Reports metrics and resolves operational issues.
Executes standard operational procedures, including backups and restorations.
Carries out agreed system software maintenance tasks. Automates routine system administration tasks to specifications using standard tools and basic scripting.


	CFMG Configuration Management
	SFIA Level 2
Applies tools, techniques and processes to administer, track, log, report on and correct configuration items, components and changes.
Assists with audits to check the accuracy of the information and undertakes any necessary corrective action under direction.

	SFIA Level 3
Applies tools, techniques and processes to track, log and correct information related to configuration items.
Verifies and approves changes to protect assets and components from unauthorised change, diversion and inappropriate use.
Supports user compliance with identification standards for object types, environments, processes, lifecycles, documentation, versions, formats, baselines, releases and templates.
Performs audits to check the accuracy of the information and undertakes any necessary corrective action under direction.


	SCAD Security Operations
	SFIA Level 2
Receives and responds to routine requests for security support.
Maintains records and effectively communicates actions taken.
Assists in the investigation and resolution of issues relating to security systems using basic diagnostic tools and techniques.
Documents incident and event information and generates reports on exceptions and security events. Contributes to management reporting processes.

	SFIA Level 3
Investigates minor security breaches using established procedures, incorporating analytical tools and techniques.
Performs non-standard operational security tasks adapting to evolving technologies and threat landscapes.
Addresses and resolves a variety of security events to maintain system integrity and operational continuity.

	SFIA Level 4
Maintains and optimises operational security processes.
Checks that all requests for support are dealt with according to established protocols, including for cloud-based and automated systems. Provides advice on implementing and managing physical, procedural and technical security encompassing both physical and digital assets.
Investigates security breaches in accordance with established procedures using advanced tools and techniques and recommends necessary corrective actions.
Enables effective implementation of recommended security measures and monitors their performance.


	Incident Management (USUP)
	SFIA Level 2
Provides first line investigation and gathers information to enable incident resolution and allocate incidents.
Gathers information to enable incident resolution and allocates incidents according to established procedures. Escalates incidents as necessary.
Advises relevant people of actions taken. Communicates with users and stakeholders to provide updates on incident status.
Assists in maintaining records and documentation related to incidents.

	SFIA Level 3
Prioritises and diagnoses incidents applying agreed procedures and tools.
Investigates causes of incidents and seeks resolution.
Escalates unresolved incidents to higher levels or specialist teams. Coordinates with stakeholders to ensure timely resolution.
Facilitates recovery, following resolution of incidents. Documents, communicates outcomes and closes resolved incidents.


	Supplier Management (SUPP)
	SFIA Level 2
Assists in the collection and reporting of supplier performance data.
Assists with the routine day-to-day communication between the organisation and suppliers.

	SFIA Level 3
Acts as the routine contact point between the organisation and suppliers.
Supports resolution of supplier-related incidents, problems, or unsatisfactory performance.
Collects and reports on supplier performance data.




3a.  KNOWLEDGE AND EXPERIENCE:
       (What kind of knowledge, skills and experience are necessary to enable satisfactory performance in the job and 
           why are they necessary?).

The post holder should be educated to Degree Level (Level 6 of the Regulated Qualifications Framework) in Information Technology, Computer Science or a related discipline, or equivalent knowledge and experience demonstrating degree‑level capability.

Demonstrate knowledge of ICT infrastructure technologies, including operating systems, networks, end‑user devices, and common business applications. 

Have practical experience performing routine support tasks such as basic troubleshooting, system updates, hardware and software installation, and application support within established procedures. 

An understanding of core cyber security principles is essential, including secure access management, the importance of patching, recognising basic security risks, and following organisational security policies. 

The individual should also be familiar with documenting technical work, working collaboratively within a support team, and developing their skills in line with SFIA‑aligned infrastructure and security competencies.

The following knowledge and experience is aligned to the SFIA 9 skillset.

	
	Foundation (Grade C)
	Intermediate (Grade D)
	Advanced (Grade E)

	SYSP System Software Admin

	SFIA Level 2
Assists with system software administration tasks under routine supervision.
Supports the installation and configuration of system software.
Helps monitor system performance and resource usage.
Assists in documenting system software settings and updates.

	SFIA Level 3
Monitors operational systems for resource usage and failure rates, to inform and facilitate system software tuning.
Applies system software settings to optimise performance, enabling maximum throughput and efficient resource utilisation.
Installs and tests new versions of system software.
Assists in creating software implementation procedures, including fallback contingency plans.


	NTAS Network Support

	SFIA Level 1
Supports routine network tasks under close supervision.
Monitors basic network health and reports on the status of network components.
Assists with straightforward troubleshooting and follows established procedures to maintain operational continuity.
Escalates issues as necessary to higher levels of support

	SFIA Level 2
Assists in the operational configuration of network components and the investigation and resolution of network problems.
Assists in the implementation of basic scripting and automation tools to streamline network support tasks.
Assists with specified maintenance procedures and follows established safety, security and quality standards.
Provides first-line support and guidance to network users, escalating issues as necessary.

	SFIA Level 3
Executes agreed network maintenance tasks and specified operational configuration of network components.
Identifies and diagnoses network problems/faults using the required troubleshooting tools and network management software, including addressing security-related issues.
Implements and maintains scripts, automation tools and orchestration platforms to optimise network support processes.
Collects performance and traffic statistics and collaborates with others to ensure network effectiveness and resolve issues

	HSIN Systems Installation/Removal

	SFIA Level 2
Installs or removes system components using supplied installation instructions and tools.
Conducts standard tests and contributes to investigations of problems and faults.
Confirms the correct working of installations.
Documents results in accordance with agreed procedures.

	SFIA Level 3
Installs or removes hardware and/or software, using supplied installation instructions and tools, including handover to the client.
Uses standard procedures and diagnostic tools to test installations, correct problems, and document results.
Records details of all components that have been installed and removed. Assists users and follows agreed procedures for further help or escalation.
Contributes to the development of installation procedures and standards.


	ASUP Application Support

	SFIA Level 2
Assists with specified maintenance procedures.
Assists in the investigation and resolution of issues relating to applications.

	SFIA Level 3
Follows agreed procedures to identify and resolve issues with applications.
Uses application management software and tools to collect agreed performance statistics.
Carries out agreed applications maintenance tasks.

	SFIA Level 4
Maintains application support processes and checks that all requests for support are dealt with according to agreed procedures.
Uses application management software and tools to investigate issues, collect performance statistics and create reports.






3b.  (Does your post require any Police Powers, and if so what are they, and why are they necessary?)
N/A

4.  RELATIONSHIPS:
a)  Supervisory responsibilities:
No Direct Reports

b) Supervision Received:
Directly accountable to the ICT Technical Architect however will receive guidance from more experienced members of the ICT Technical Team as and when required.

c) Other Contacts:
    i)   Within Merseyside Police:
All employees, regular contact to discuss a variety of ICT Technical issues.

   ii) Outside Merseyside Police:
Limited contact with the various stakeholders or interested parties, including external forces, suppliers or potential suppliers of goods and services, regarding IT systems
5.  CONTEXT:
a)   Operating Environment: (Services provided, work patterns, who are the customers)
Will work within the Force flexible working hours scheme, however may be required to provide out of hours support through established ICT support frameworks. 

b)  Framework and Boundaries: (Policies and procedures which affect you and how these can be changed).
Will work to local and national Police ICT standards and frameworks, and other statutory legislation in order to meet the forces needs. 

c)  Organisation: (For each type of post that reports directly to you, outline below the posts overall  
                                     responsibilities).
N/A
6.  DIMENSIONS:  (Indicate in quantitative terms, key areas on which your job has an impact).

Financial: 
May be required to discuss prices of any goods and services that are required for the systems which they implement or support.
Staff:
No Direct Reports

Other: 
May be responsible for the availability, integrity and performance of one or more technologies upon which the Force’s major computer systems and operational applications depend. Each of these technologies is crucial to one of more of the ICT applications provided to members of the force.

7.  JOB CHALLENGES:  (Describe the most challenging or complex parts of your job).

All Grades: Assisting to deliver a highly available ICT service to meet the forces operational needs.

All Grades: Work with the support of the wider technical team and peers to support the ongoing responsibilities of the ICT technical team.

Advanced Grade: Assisting in the understanding of the impact of new technologies and the consequences of changes to existing technologies before making those changes to operational systems.

Advanced Grade: Manage their own workload and task prioritisation to ensure tasks are suitably scheduled. Escalate issues to line management where necessary.

8.  ADDITIONAL INFORMATION:
       (Provide any further information, not included in your previous answers, which you consider would assist others 	to achieve a better understanding of your job).
	N/A

9.  ORGANISATIONAL STRUCTURE:
       (Draw an organisational chart of your Department / Section, indicating the position of your post within it).





10.  AGREEMENT OF QUESTIONNAIRE CONTENT:
(Please sign when completed)

POSTHOLDER’S NAME:
(Please print in block capitals)

POSTHOLDER’S SIGNATURE:				Date:				Extn:

MANAGER’S NAME:
(Please print in block capitals)

MANAGER’S SIGNATURE:				Date:				Extn:

IS Technical Manager


ICT Technical Architect


ICT Technical Analysts


ICT Junior Technical Analysts
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